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Preface

Internet of Things (IoT) systems deploy smart connected things that sense their
environment and generate quantitative data about the physical world. In effect, IoT
adds a new dimension to the Internet, awareness of the real world. This transforma-
tional change bridges the gap between physical and virtual/cyber worlds that has
persisted since the invention of computing. Implementations of IoT technology are
expected to create tremendous opportunities for new uses and applications. Their
business impact is projected to be in the trillions of US dollars, comparable to the
size of world’s major economies.

The design of IoT systems spans multiple disciplines and requires diverse skills
and knowledge in a number of areas. They include sensors, embedded systems, real-
time systems, control systems, communications, protocols, Internet, cloud comput-
ing, large-scale distributed processing and storage systems, Al, and ML, coupled
with the domain experience in the areas where they are to be applied, such as build-
ing management or manufacturing automation. Obviously, it is not reasonable to
attempt to cover all those disciplines in detail in any single text.

This book is devoted to the design principles and practices for implementing IoT
systems. Its primary purpose is to provide a foundation and a reference for students
and practitioners to build upon when analyzing and designing IoT systems, as well
as to understand how the specific parts they are working on fit into and interact with
the rest of the system.

This book provides a comprehensive overview of the IoT systems architecture,
including an in-depth treatment of all key components. The emphasis is on a com-
plete and balanced treatment at roughly equal level of depth for all covered topics.
The exposition takes a system’s approach by describing the big picture and how the
overall system works so that readers can interpret subsequent in-depth topical cov-
erage in context. In addition to describing the functional and foundational aspects of
all major IoT system components, the emphasis is on integration, i.e., how the com-
ponents and building blocks are combined to create complete IoT systems. The
book is organized as follows.

Chapter 1 describes the transformational impact and importance of adding the
IoT real-world sensing dimension to the Internet. It also outlines key differences
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between IoT systems and the Internet that pose some unique design requirements
and challenges. Chapters 2, 3, 4, 5, and 6 treat the foundational aspects of 10T sys-
tems and design.

Chapter 2 covers the edge, starting with sensor data acquisition and processing,
and continues with the edge functionality that includes event processing, storage,
local control and scripting, and interfacing to sensors and actuators as well as to the
external communications and the cloud. It discusses the tradeoffs involved in the
functional placement of components in distributed systems on the edge-to-cloud
continuum, including the fog, and concludes with a description of hardware and
software considerations involved in the edge node design.

Chapter 3 focuses on communications. It describes a layered network design
which is the underpinning of the Internet and a useful blueprint for the IoT system
design. It continues with the coverage of wireless and constrained networks at the
edge, followed by the IoT adaptations of the cellular networks in the licensed spec-
trum. The chapter concludes with the exposition of constrained protocols and the
messaging and queuing publish-subscribe mechanisms designed for IoT systems.

Chapter 4 focuses on the cloud. It covers key elements and functions of the IoT
cloud core components, including data ingestion via edge-cloud gateways, in-flight
stream processing, and short- and long-term storage systems suitable for IoT appli-
cations. The rest of the chapter covers analytics and principles of machine learning,
operation of artificial neural networks, and types and uses of ML systems.

Chapter 5 covers the control plane, security and management systems. It
describes the types of security threats and attacks in IoT and OT systems, followed
by the security analysis and planning steps. A section on cryptography overviews
key foundational elements of security design, including symmetric and public-key
cryptography. This is followed by the treatment of endpoint security, including
hardware security and software isolation mechanisms, network security, and privacy.

Chapter 6 is devoted to the topic of data representation and semantic interoper-
ability, which is a key new design requirement that IoT systems introduce. It
describes approaches to addressing the issue, which is a prerequisite for enabling
big IoT data aggregations for meaningful insights and effective applications of ML
and Al techniques.

Chapter 7 contains an overview of representative IoT standards dealing with data
and information models. Chapter 8§ outlines key components and design choices of
several commercial IoT platforms. These chapters illustrate how the underlying
principles of IoT system design may be reduced to practical instantiations that can
serve as the potential building blocks in IoT system designs.

Given the book’s focus on system design and integration, most chapters contain
the “putting it all together” sections to indicate how the concepts may be put
together. Chapter 9 is devoted to system-level integration in its entirety. It also pres-
ents a detailed example of a complete IoT system, including conceptual design,
implementation, results, post deployment user studies, and a discussion of tradeoffs
and issues encountered in the process.

Dublin, CA, USA Milan Milenkovic


https://doi.org/10.1007/978-3-030-41346-0_2
https://doi.org/10.1007/978-3-030-41346-0_3
https://doi.org/10.1007/978-3-030-41346-0_4
https://doi.org/10.1007/978-3-030-41346-0_5
https://doi.org/10.1007/978-3-030-41346-0_6
https://doi.org/10.1007/978-3-030-41346-0_2
https://doi.org/10.1007/978-3-030-41346-0_3
https://doi.org/10.1007/978-3-030-41346-0_4
https://doi.org/10.1007/978-3-030-41346-0_5
https://doi.org/10.1007/978-3-030-41346-0_6
https://doi.org/10.1007/978-3-030-41346-0_7
https://doi.org/10.1007/978-3-030-41346-0_8
https://doi.org/10.1007/978-3-030-41346-0_9

Acknowledgments

Interactions with a number of people have clarified and shaped many of the ideas
and concepts described in this book. They include, in alphabetical order, Tomm
Aldridge (Intel), Ajay Bhatt (Intel), Ken Birman (Cornell University), Carsten
Bormann (Universitit Bremen), Simon Crosby (swim.ai), David Culler (University
of California Berkeley), Stephen Dawson-Haggerty (Comfy), Brian Frank
(SkyFoundry), Jaime Jimenez (Ericsson), Jim Kardach (Intel), Randy Katz
(University of California Berkeley), Ari Kerdnen (Ericsson), Michel Kohanim
(Universal Devices), Michael Koster (Samsung SmartThings), Matthias Kovatsch
(Huawei), Andrew Krioukov (Comfy), Rick Lisa (Intel), Brian McCarson (Intel),
Michael McCool (Intel), Florian Michahelles (Siemens), Doug Migliori
(ControlBeam), Alexandros Milenkovic (Curia), Neal Mohammed (Rudin
Management), Jorge Ortiz (Rutgers University), Dirk Pesch (University College
Cork), John Petze (SkyFoundry), David Prendergast (Maynooth University), Kumar
Ranganathan (Intel), Eve Schooler (Intel), and Sven Schrecker (LHP Engineering
Solutions).

Major contributors to the POEM project described in Chap. 9 include (from
Intel) Yves Aillerie, Ulf Hanebutte, Catherine Huang, Sailaja Parthasarathy, Han
Pham, Sylvain Sauty, Scott Shull, and Jun Takei. Executive support from Lorie
Wigle (Intel), Marie Annick Le Bars (Bouygues Immobilier), and Renaud
Deschamps (Lexmark) made it possible.

All errors and omissions are mine.

vii


https://doi.org/10.1007/978-3-030-41346-0_9

Contents

1 Introduction and Overview ..........
IoT Systems . ......................
Why Now? ... .. ... ool
How IoT Systems Are Different? . . ... ..
Value and Uses of IoT................
Issues and Challenges. . ..............
IoT Systems: A Reconnaissance Flyover .

IoT System Functional View. ........
IoT System: Infrastructure View. . . . ..
Book Organization ..................
References. . ........... ... .. ... ..

2 Edge.......... ... ..
Sensors and Actuators. . ..............
Sensor Signal Processing ...........
Actuators. . ...
Integrated Sensors. . ...............
Interfacing Sensors . . ..............
Edge-Node Functionality .............
Data Plane Functions ..............
Data Acquisition . .. ...............
External Data Communication . . . .. ..
Events and Notifications. . ..........
Local Control ....................
Data Storage .. ...................
Edge Analytics ...................
Function Placement in IoT Systems . . . ..
FogNodes.......................

Control Plane: Security and Management

ix


https://doi.org/10.1007/978-3-030-41346-0_1
https://doi.org/10.1007/978-3-030-41346-0_1
https://doi.org/10.1007/978-3-030-41346-0_1#Sec1
https://doi.org/10.1007/978-3-030-41346-0_1#Sec2
https://doi.org/10.1007/978-3-030-41346-0_1#Sec3
https://doi.org/10.1007/978-3-030-41346-0_1#Sec4
https://doi.org/10.1007/978-3-030-41346-0_1#Sec5
https://doi.org/10.1007/978-3-030-41346-0_1#Sec6
https://doi.org/10.1007/978-3-030-41346-0_1#Sec7
https://doi.org/10.1007/978-3-030-41346-0_1#Sec11
https://doi.org/10.1007/978-3-030-41346-0_1#Sec16
https://doi.org/10.1007/978-3-030-41346-0_1#Bib1
https://doi.org/10.1007/978-3-030-41346-0_2
https://doi.org/10.1007/978-3-030-41346-0_2
https://doi.org/10.1007/978-3-030-41346-0_2#Sec1
https://doi.org/10.1007/978-3-030-41346-0_2#Sec2
https://doi.org/10.1007/978-3-030-41346-0_2#Sec4
https://doi.org/10.1007/978-3-030-41346-0_2#Sec5
https://doi.org/10.1007/978-3-030-41346-0_2#Sec6
https://doi.org/10.1007/978-3-030-41346-0_2#Sec9
https://doi.org/10.1007/978-3-030-41346-0_2#Sec10
https://doi.org/10.1007/978-3-030-41346-0_2#Sec11
https://doi.org/10.1007/978-3-030-41346-0_2#Sec13
https://doi.org/10.1007/978-3-030-41346-0_2#Sec14
https://doi.org/10.1007/978-3-030-41346-0_2#Sec15
https://doi.org/10.1007/978-3-030-41346-0_2#Sec16
https://doi.org/10.1007/978-3-030-41346-0_2#Sec17
https://doi.org/10.1007/978-3-030-41346-0_2#Sec18
https://doi.org/10.1007/978-3-030-41346-0_2#Sec19
https://doi.org/10.1007/978-3-030-41346-0_2#Sec20

Contents

Implementation of an IoT Edge Node ................ .. ... .. ... 50
Edge-Node Hardware . . ........... ... . ... 51
Edge-Node Software. .. ...... .. ... i 53
An Edge-Node Implementation Example. .................. ... 58

References. .. ... ... .. i 60

Communications. . .......... ... ... ... .. .. i 63

Layered Network Design . ......... .. ..., 63
Network Reference Models ............ ... ... ... ... ... .... 66
The Link Layer: Physical and Link .......................... 67
The Network Layer. . ......... .. i 68
The Transport Layer . .. ... .. i 69
The Application Layer . ........... ... .. ... 70
ToT Network Layers . ... 71

Edge Networks . . ... 73
Network Topologies . ... 73
Wireless Edge Networks. . ... ... 75
Constrained Devices and Networks ................ ... ... ... 79
IEEE 802.15.4. .« oo 81
6 LoWPAN .. 83
IEEE 802.15.4 IP-Based Networks. . .. ........ ... .. . .. .... 86
Non-IP IoT Wireless Edge Networks . . ....................... 88
Long-Range Low-Power Wide-Area Networks . ................ 92
IoT in Licensed Spectrum. .. ........itiinnnnnan. .. 95

Constrained Application Protocol (CoAP) ............. ... ... ... 98
COoAP MesSSaging . .. ...cvuvint e 99

Messaging and QUeUIng . .. ...ttt 101
Message Queuing and Telemetry System (MQTT) .............. 103

References. .. ..... .. .. 106

Cloud . . ... 109

Cloud COmMPULING . . . o v v vttt e e e e 109
Models of Cloud Computing . .............c.covuiunenenon .. 111

IoT System Cloud Components . .............c.uuuienineenenan.. 113
Cloud Edge Gateway . ...........ouiinininninenanannenen.. 114
Digital TWInS. . ...t 116
Real-Time Stream Processing. .. ........ ... . oo, 117
Cloud IoT Data Storage ... .........ouuiriuninenennnnenen.. 119

Cloud IoT Analytics . .. ..ottt e e 123
Visualization and Dashboards. . ......... ... ... ... ... ... .... 124
Use of IoT Analytics: An Example. .......... ... .. ... .... 125

Machine Learning and Artificial Intelligence . .................... 128
Uses of Machine Learning . .......... .. .. ... .. 130
Typesof Learningin ML .. ... ... ... .. . . ... . ... 131

Artificial Neural Networks . . ......... ... .. i, 133


https://doi.org/10.1007/978-3-030-41346-0_2#Sec21
https://doi.org/10.1007/978-3-030-41346-0_2#Sec22
https://doi.org/10.1007/978-3-030-41346-0_2#Sec23
https://doi.org/10.1007/978-3-030-41346-0_2#Sec30
https://doi.org/10.1007/978-3-030-41346-0_2#Bib1
https://doi.org/10.1007/978-3-030-41346-0_3
https://doi.org/10.1007/978-3-030-41346-0_3
https://doi.org/10.1007/978-3-030-41346-0_3#Sec1
https://doi.org/10.1007/978-3-030-41346-0_3#Sec2
https://doi.org/10.1007/978-3-030-41346-0_3#Sec3
https://doi.org/10.1007/978-3-030-41346-0_3#Sec4
https://doi.org/10.1007/978-3-030-41346-0_3#Sec5
https://doi.org/10.1007/978-3-030-41346-0_3#Sec6
https://doi.org/10.1007/978-3-030-41346-0_3#Sec7
https://doi.org/10.1007/978-3-030-41346-0_3#Sec8
https://doi.org/10.1007/978-3-030-41346-0_3#Sec9
https://doi.org/10.1007/978-3-030-41346-0_3#Sec10
https://doi.org/10.1007/978-3-030-41346-0_3#Sec13
https://doi.org/10.1007/978-3-030-41346-0_3#Sec14
https://doi.org/10.1007/978-3-030-41346-0_3#Sec16
https://doi.org/10.1007/978-3-030-41346-0_3#Sec17
https://doi.org/10.1007/978-3-030-41346-0_3#Sec21
https://doi.org/10.1007/978-3-030-41346-0_3#Sec25
https://doi.org/10.1007/978-3-030-41346-0_3#Sec28
https://doi.org/10.1007/978-3-030-41346-0_3#Sec31
https://doi.org/10.1007/978-3-030-41346-0_3#Sec32
https://doi.org/10.1007/978-3-030-41346-0_3#Sec33
https://doi.org/10.1007/978-3-030-41346-0_3#Sec34
https://doi.org/10.1007/978-3-030-41346-0_3#Bib1
https://doi.org/10.1007/978-3-030-41346-0_4
https://doi.org/10.1007/978-3-030-41346-0_4
https://doi.org/10.1007/978-3-030-41346-0_4#Sec1
https://doi.org/10.1007/978-3-030-41346-0_4#Sec2
https://doi.org/10.1007/978-3-030-41346-0_4#Sec3
https://doi.org/10.1007/978-3-030-41346-0_4#Sec4
https://doi.org/10.1007/978-3-030-41346-0_4#Sec6
https://doi.org/10.1007/978-3-030-41346-0_4#Sec7
https://doi.org/10.1007/978-3-030-41346-0_4#Sec9
https://doi.org/10.1007/978-3-030-41346-0_4#Sec14
https://doi.org/10.1007/978-3-030-41346-0_4#Sec15
https://doi.org/10.1007/978-3-030-41346-0_4#Sec16
https://doi.org/10.1007/978-3-030-41346-0_4#Sec17
https://doi.org/10.1007/978-3-030-41346-0_4#Sec18
https://doi.org/10.1007/978-3-030-41346-0_4#Sec19
https://doi.org/10.1007/978-3-030-41346-0_4#Sec20

Contents Xi

Types of Neural Networks . ........ ... ... ... 139
Classical Machine Learning Techniques. . ... .................. 141
Putting It All Together — ML Model Creation . ................. 143
References. .. ... ... .. i 152
S  Security and Management . .............. .. ... .. ... ... ... ... 155
IoT Security Threats and Vulnerabilities ........................ 156
Operational Technology (OT) Security Considerations .. ......... 158
Examples of IoT Security Attacks .............. .. .. .. .. .... 159
Security Planning and Analysis .. ...... .. ... ... .. .. 162
Risk Analysis . .....o.iuin 162
Security Threat Modeling . . .......... ... . .. 163
Cryptography . . ... 165
Public-Key Cryptography . ......... ... . .. 167
Symmetric Cryptography .. ..........c. i 171
Security Principles ... ... 174
Endpoint Security . . ... 175
Hardware Security Modules (HSM). . ......... ... .. . .. .... 176
Secure Software Execution. .......... ... ... ... ... ... .. ... 179
Endpoint Hardware and Software Security. . ................... 184
Network Security . ...t e 185
Transport Layer Security . ..........c.oiiiiiinnnn... 186
Network Isolation and Segmentation .. ....................... 189
Security MONItOTING . . .. oo ettt 190
Security Incident Handling . .. ........ ... .. .. . . .. ... 192
Management . . ... ..vu ittt e 192
Privacy. . ... 195
Putting It All Together. . . ....... . . i 196
References. .. ... ... ... i 198
6 IoT Data Models and Metadata. . ............................ 201
IoT Data and Information Models .. .......... .. .. . ... ... ... 202
Interoperability Using a Shared Information Model. . .............. 203
DataSemantics . . ... 204
Structure of IoT Information Model . .. ................. ... ... 205
Payloads and Data Serialization . .. ............. .. .. ... .. .... 208
Metadata . . ... 209
An Example of MetadataUse. .. ......... ... ... 210
Typesof IoT Metadata . ........... ... .. 212
TIoT Frameworks . . ... ..o i 213
IoT Interoperability. . .. ... 215
Levels of IoT Interoperability. . ......... .. ... .. ... .. .... 217
IoT Practitioner’s Data Modeling Navigation Guide . .............. 221

References. . ... ... e 222


https://doi.org/10.1007/978-3-030-41346-0_4#Sec23
https://doi.org/10.1007/978-3-030-41346-0_4#Sec27
https://doi.org/10.1007/978-3-030-41346-0_4#Sec33
https://doi.org/10.1007/978-3-030-41346-0_4#Bib1
https://doi.org/10.1007/978-3-030-41346-0_5
https://doi.org/10.1007/978-3-030-41346-0_5
https://doi.org/10.1007/978-3-030-41346-0_5#Sec1
https://doi.org/10.1007/978-3-030-41346-0_5#Sec2
https://doi.org/10.1007/978-3-030-41346-0_5#Sec3
https://doi.org/10.1007/978-3-030-41346-0_5#Sec6
https://doi.org/10.1007/978-3-030-41346-0_5#Sec7
https://doi.org/10.1007/978-3-030-41346-0_5#Sec8
https://doi.org/10.1007/978-3-030-41346-0_5#Sec9
https://doi.org/10.1007/978-3-030-41346-0_5#Sec10
https://doi.org/10.1007/978-3-030-41346-0_5#Sec12
https://doi.org/10.1007/978-3-030-41346-0_5#Sec16
https://doi.org/10.1007/978-3-030-41346-0_5#Sec17
https://doi.org/10.1007/978-3-030-41346-0_5#Sec18
https://doi.org/10.1007/978-3-030-41346-0_5#Sec22
https://doi.org/10.1007/978-3-030-41346-0_5#Sec27
https://doi.org/10.1007/978-3-030-41346-0_5#Sec28
https://doi.org/10.1007/978-3-030-41346-0_5#Sec29
https://doi.org/10.1007/978-3-030-41346-0_5#Sec30
https://doi.org/10.1007/978-3-030-41346-0_5#Sec31
https://doi.org/10.1007/978-3-030-41346-0_5#Sec32
https://doi.org/10.1007/978-3-030-41346-0_5#Sec33
https://doi.org/10.1007/978-3-030-41346-0_5#Sec34
https://doi.org/10.1007/978-3-030-41346-0_5#Sec35
https://doi.org/10.1007/978-3-030-41346-0_5#Bib1
https://doi.org/10.1007/978-3-030-41346-0_6
https://doi.org/10.1007/978-3-030-41346-0_6
https://doi.org/10.1007/978-3-030-41346-0_6#Sec1
https://doi.org/10.1007/978-3-030-41346-0_6#Sec2
https://doi.org/10.1007/978-3-030-41346-0_6#Sec3
https://doi.org/10.1007/978-3-030-41346-0_6#Sec4
https://doi.org/10.1007/978-3-030-41346-0_6#Sec9
https://doi.org/10.1007/978-3-030-41346-0_6#Sec10
https://doi.org/10.1007/978-3-030-41346-0_6#Sec11
https://doi.org/10.1007/978-3-030-41346-0_6#Sec12
https://doi.org/10.1007/978-3-030-41346-0_6#Sec13
https://doi.org/10.1007/978-3-030-41346-0_6#Sec14
https://doi.org/10.1007/978-3-030-41346-0_6#Sec15
https://doi.org/10.1007/978-3-030-41346-0_6#Sec19
https://doi.org/10.1007/978-3-030-41346-0_6#Bib1

Xii

Contents

IoT Data Standards and Industry Specifications. . .............. 225
Terminology in IoT Data Specifications. . ....................... 226
IPSO (IP for Smart Objects) . . .. ..ot 227
Temperature Sensor in IPSO. . ...... ... .. .. ... .. ... ... 229
Haystack . .. ..o 230
Temperature Sensor in Haystack. .. .......... ... .. ... .... 232
OCF (Open Computing Foundation) ........................... 233
Temperature Sensorin OCF .. ....... ... .. ... ... .. .... 235
Web of Things (WoT) . ... .o 237
OPC (Open Platform Communications). . ....................... 240
Closing Remarks and Observations . ...............c.c..ouonon.. 243
References. .. ... ... .. i 245
IoT Platforms. . .. ... ... ... . 247
IoT Cloud Platforms . ... ... i 248
Amazon Web Services (AWS) IoT Platform ................... 250
Microsoft Azure IoT Platform .......... ... ... .. .. .. .. .... 256
Other IoT Cloud Platforms . .. ........ . . it 262
References. .. ... ... .. i 264
Putting It All Together . ........ .. .. .. .. .. .. .. . .. .. ... ... 267
IoT Project Design and Implementation. . ....................... 267
Types of IoT Projects .. ... 268
TIoT System Design . . ...t 269
System Implementation . ............. .. . ... 274
System Integration .. ............o i 279
Deployment. .. ...t 280
Emerging Technologies. .. ......... ... ... . 280

A System Case Study: Personal Office Energy Monitor (POEM) . . . .. 282
Motivation and Objectives . .... ..o .. 282
POEM Design Approach. . ........ ... .. i 283
POEM User Interface Design . .. ... ... 284
System Architecture and Implementation. . .................... 287
Pilot Deployments and User Study. ............. .. .. .. .. .... 295
References. .. ... ... .. i 300


https://doi.org/10.1007/978-3-030-41346-0_7
https://doi.org/10.1007/978-3-030-41346-0_7
https://doi.org/10.1007/978-3-030-41346-0_7#Sec1
https://doi.org/10.1007/978-3-030-41346-0_7#Sec2
https://doi.org/10.1007/978-3-030-41346-0_7#Sec3
https://doi.org/10.1007/978-3-030-41346-0_7#Sec4
https://doi.org/10.1007/978-3-030-41346-0_7#Sec5
https://doi.org/10.1007/978-3-030-41346-0_7#Sec6
https://doi.org/10.1007/978-3-030-41346-0_7#Sec7
https://doi.org/10.1007/978-3-030-41346-0_7#Sec8
https://doi.org/10.1007/978-3-030-41346-0_7#Sec9
https://doi.org/10.1007/978-3-030-41346-0_7#Sec10
https://doi.org/10.1007/978-3-030-41346-0_7#Bib1
https://doi.org/10.1007/978-3-030-41346-0_8
https://doi.org/10.1007/978-3-030-41346-0_8
https://doi.org/10.1007/978-3-030-41346-0_8#Sec1
https://doi.org/10.1007/978-3-030-41346-0_8#Sec2
https://doi.org/10.1007/978-3-030-41346-0_8#Sec11
https://doi.org/10.1007/978-3-030-41346-0_8#Sec20
https://doi.org/10.1007/978-3-030-41346-0_8#Bib1
https://doi.org/10.1007/978-3-030-41346-0_9
https://doi.org/10.1007/978-3-030-41346-0_9
https://doi.org/10.1007/978-3-030-41346-0_9#Sec1
https://doi.org/10.1007/978-3-030-41346-0_9#Sec2
https://doi.org/10.1007/978-3-030-41346-0_9#Sec3
https://doi.org/10.1007/978-3-030-41346-0_9#Sec12
https://doi.org/10.1007/978-3-030-41346-0_9#Sec23
https://doi.org/10.1007/978-3-030-41346-0_9#Sec24
https://doi.org/10.1007/978-3-030-41346-0_9#Sec25
https://doi.org/10.1007/978-3-030-41346-0_9#Sec26
https://doi.org/10.1007/978-3-030-41346-0_9#Sec27
https://doi.org/10.1007/978-3-030-41346-0_9#Sec28
https://doi.org/10.1007/978-3-030-41346-0_9#Sec29
https://doi.org/10.1007/978-3-030-41346-0_9#Sec30
https://doi.org/10.1007/978-3-030-41346-0_9#Sec39
https://doi.org/10.1007/978-3-030-41346-0_9#Bib1

	Preface
	Acknowledgments
	Contents

